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Abstract
With the increasing connectivity among computational cyber-connected elements and physical entities, a unified repre-
sentation that captures the interrelationship between the cyber and the physical systems becomes increasingly impor-
tant. In this paper, we propose a novel representation for developing cybersecurity schemes for physical systems
wherein the cyber system states affect the physical system and vice versa. Subsequently by using this representation, an
optimal strategy via Q-learning is derived for the cyber defense in the presence of an attack. Since the cyber system
under attack will affect the physical system stability and performance, an optimal controller by using Q-learning is consid-
ered for the physical system with uncertain dynamics. As an example, cyber-attacks that increase the network delay and
packet losses are considered and the goal of the proposed cyber defense and optimal controller is to thwart the attack
and mitigate the performance degradation of the physical system due to increased delays and packet losses. An illustra-
tive example is given where the proposed theory is evaluated on the yaw-channel control of an unmanned aerial vehicle.
Simulation results show that on the cyber side, both the attacker and the defender gains their greatest payoff whereas
on the physical system side, the optimal controller is able to maintain the linear system in a stable manner when the
cyber state vector meets a certain desired criterion.
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1. Introduction

Cyber-physical systems (CPS) refer to engineered systems

constructed as networked interactions of physical and

computational cyber components.1 Examples of CPS can

be found in areas as diverse as automobiles, air transporta-

tion, civil infrastructure, power grid, embedded medical

devices, and consumer appliances. Recently, with the

development of information technology (IT) such as IT

management and networking growth, the security in CPS

has received attention. Moreover, as cyber and physical

capabilities are becoming increasingly intertwined, a com-

prehensive framework that models the cyber system, the

physical plant dynamics, and their interrelationship is also

increasingly needed.

In general, there are two types of the representations

for the security analysis of CPS in the existing literature:

one that models the effect on the cyber systems under a

certain specific attack;2–6 and the other includes the effect

of cyber-attacks on physical systems.7–12 The former effort

explores the behavior of the attacker as well as the defen-

der, formulates the cyber changes under attacks, and pre-

sents appropriate strategies that bring the cyber system

back to normal. For example, the study by Baumman and

Sandmann introduces denial of service (DoS) flooding

attacks by a continuous-time Markov chain and utilizes
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the state space method to compute security measures

accurately.2

Different from Baumman and Sandmann,2 Zhu and

Basar studied the cyber defense by modeling the actions

of the attacker and the defender as a stochastic zero-sum

game.3 In the study by Ten et al.,4 the measure of vulner-

abilities in cyber-physical systems with application to

power systems is defined and a security framework includ-

ing anomaly detection and mitigation strategies is pro-

vided. Sallhammar et al. evaluated cybersecurity by

computing the expected probabilities of the attacker and

using the probabilities to build a transition model through

a game-theoretic approach.5 In the investigation by Aenes

et al.,6 the cyber vulnerability was dynamically evaluated

by using a hidden Markov model which provides a

mechanism for handling sensor data with different trust-

worthiness. However, this type of representation mainly

focuses on the cyber system and neglects the fact that the

states of the physical system also affect the cyber defense

strategy.

In contrast, others concentrate on characterizing the

dynamics of the physical system under attacks by extend-

ing the classic state-space description in order to include

the attacks.7–12 For instance, in the report by Kwon et al.,7

the system dynamics include an extra term to model the

deception attack. In the study by Liu et al.,8 the system

state under attack is represented with an additive term,

where the additive term is used to simulate the false data

injection attack. Unlike Liu et al.,8 Teixeira et al. charac-

terize the deception attackers by a set of objectives and

propose policies to synthesize stealthy deceptions attacks

in both linear and nonlinear estimators.9 In the investiga-

tion by Fawzi et al.,10 the estimation and control of linear

systems when sensors or actuators are corrupted by an

attacker is provided, together with a secure local control

loop that can improve the resilience of the system. On the

other hand, Amin et al. define the control input under

attacks as the product of the given input and a coefficient

to characterize the effect induced by the DoS attacks.11 A

class of human adversaries, who are called correlated jam-

mers, was considered by Zhu and Martı́nez.12 By model-

ing the coupled decision making process as a two-level

receding-horizon dynamic Stackelberg game, the authors

propose a control law and analyze the performance and

the closed-loop stability under attacks.

However, there are many weaknesses in the above

reported works.13 First, the representation can only

describe a single type of attack due to the fact that attacks

affect the system dynamics in a variety of ways. In partic-

ular, Pasqualetti et al. proposed a unified framework that

is able to detect attacks;13 however, it still has the two

drawbacks mentioned next. Second, it is difficult to imple-

ment the representation developed in the literature so far

since the system dynamics under attacks are considered

known. For instance, due to random delays and packet

losses caused by certain cyber-attacks, the physical system

dynamics can be uncertain. Last but not the least, these

representations fail to take the interactions between the

cyber defense policy and the system controller under

consideration.

In summary, to the best knowledge of the authors, little

effort has been carried out in the literature to develop a

representation that precisely characterizes the interplay

between the cyber and the physical systems. Such a repre-

sentation is necessary because inadequate decisions can be

made for the cyber defense if the physical states are

ignored. Likewise, the physical plant may not be stable if

the controller is designed without considering the impact

due to the changes in the cyber system.

Therefore, in this paper, we propose a framework for

cyber-physical systems to (i) study optimal defense to

mitigate attacks and (ii) to derive an associated optimal

control policy for physical systems. First, we introduce a

mathematical representation for the cyber-physical system,

in which it was shown that the activities of the cyber sys-

tem affect the states of the physical system and vice versa.

Then based on this representation, we derive the optimal

strategies for the defender and the attacker by considering

them as two players in a zero-sum game. Since the cyber

state influences the behavior of the physical system, next,

an optimal controller for the physical system in the pres-

ence of uncertainties induced by the cyber system is revis-

ited, based on that reported by Xu et al.14 In addition, a

condition on the cyber state vector is derived under which

the physical system is stable. Finally, an illustrative exam-

ple is given in which we show that on the cyber side, both

the attacker and the defender gain their greatest payoff

while on the physical side, the optimal controller is able to

maintain the plant stable when the state vector of the cyber

system meets a certain condition.

Thus, the main contributions of this work include: (i) a

novel and comprehensive representation of the cyber-

physical system that captures the interrelationship between

the cyber and the physical elements; (ii) the development

of the optimal strategies for the defender and the attacker;

(iii) the application of the optimal controller for the physi-

cal system in the presence of uncertain dynamics induced

by the cyber system;14 and (iv) the demonstration of how

the proposed theory can be applied to the control of the

yaw-channel of an unmanned aerial vehicle (UAV) in the

presence of an attack.

The rest of this paper is organized as follows. The pro-

posed representation for the cyber-physical systems is

introduced in Section 2. In Section 3, the optimal defense

and attack policies are derived and presented, followed by

the optimal controller design for the physical system intro-

duced in Section 4. The illustrative example including pol-

icy derivation as well as the simulation results are
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presented in Section 5 and this paper is concluded in

Section 6.

2. Proposed representation
for cyber-physical systems

In this section, the proposed framework for the cyber-

physical systems is introduced. Figure 1 depicts the pro-

posed representation for the optimal defense/control

scheme.

2.1. Cyber system

Consider the cyber system described by a nonlinear

discrete-time system given by

xc(k + 1)= f a(k), d(k), xc(k)ð Þ, ð1Þ

where xc ∈R
Nc is the state of the cyber system, Nc being

the dimension of the state vector of the cyber system,

a∈R is malicious action taken by the attacker, and d ∈R

is the defense strategy taken by the cyber system.

The cyber state xc represents a set of network perfor-

mance metrics such as latency, throughput, packet loss

rate, and so on. Since it was shown in the literature that

most attacks on the cyber system will cause an increase in

network delay and packet losses,15 in this paper we mainly

consider these two as the cyber state vector in the control-

ler design (Section 4) and in the illustrative example

(Section 5). In some cases, xc also needs to include a few

network security metrics such as the number of successive

failed authentications or the changes of IP addresses. It is

obvious that the cyber state can be affected by the action

of both the attacker and the defense strategy and a rela-

tionship is described by the function f .

In particular, we propose a more concrete representation

of the cyber state as

xc(k + 1)=Ac(k)Fc xc kð Þð ÞDc(k)=
XNa

i= 0

XNd

j= 0

aidj fij xc(k)ð Þ,

ð2Þ

where Ac = a0, a1, :::, aNa
½ � is a vector consisting of all Na

number of possible attacks, each ai ∈ 0, 1f g stands for a

type of attack (except for a0) wherein ai = 1 implies the

ith attack has been launched and ai = 0 otherwise. In par-

ticular, we let a0 = 1 if and only if there is no active attack

at that moment. Similarly, Dc = d0, d1, :::, dNd
½ �T is a vec-

tor describing the status of the defense strategies and

d0 = 1 if and only if there is no active defense. Finally,

F = f00, f01, :::, f0Nd
; :::; fNa0, fNa1, :::, fNaNd

½ � is a matrix of

functions and each element fij : RNc × 1 →R
Nc × 1 describes

the effect to the cyber statexcbrought by the ongoing

attack/defense pair (ai, dj). In other words, at each sam-

pling time instantk, the active attack/defense pair (ai, dj)

corresponds to a function fij which characterizes the sys-

tem dynamics for the following sampling interval. An

assumption is made in that when there are two or more

attacks (and defense) simultaneously being launched, the

effect of each attack (and defense) to the cyber system

state is independent.

As depicted in Figure 1, the cyber system output in the

proposed representation is described as

yc(k)= h xc(k), xp(k)
� �

, ð3Þ

where yc ∈R is the output of the cyber system and

xp ∈R
Np is the state of the physical system with Np being

the dimension of the state vector. The output yc, which is

a function of xc and xp, is a quantized value indicating the

condition of the cyber system. A simple example of yc is

presented in Remark 1 whereas more complicated forms

can be found in Remark 2.

Figure 1. Proposed representation of a cyber-physical system.
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One can assess the health condition or even the specific

attack on the system by exploiting the cyber state xc as

well as the physical system state xp. For example, if the

network is reported with a significant drop in throughput

and a considerable mean delay in a short time, then it is

possible that the system is experiencing a DoS attack. The

importance of introducing the cyber output yc stems from

the fact that the states needs to be organized and inter-

preted in order to be useful for the administrator to make

suitable defense strategies.

It is important to note that the physical system state xp

is also necessary at the cyber system in order to obtain a

comprehensive and accurate estimation of the system con-

dition. For example, if an attacker manages to get the

administrative privilege without being detected by crack-

ing the password or exploiting the security bugs, then

he/she is able to give malicious instructions that may lead

to the failure of the physical system. In this case, only the

abnormality in the physical system state (not the cyber

state) could be detected. Therefore, by including the physi-

cal system state when assessing the condition of the cyber

system, the administrator can still trigger the alert mechan-

ism and launch the defense even if no abnormities in the

cyber systems have been observed. Therefore, by using

both xc and xp in yc, the cyber defense decision becomes

more insightful and reliable. The relationship between yc,

xc, and xp is characterized by the function h.

Remark 1: A simple example of the cyber output yc is pre-

sented here, in which yc is defined as

yc = 1, if xc ∈Xcd and xd ∈Xdd

0, otherwise

�
,

where Xcd and Xdd are the set of desired values of the cyber

state xc and physical state xp, respectively. Therefore, in

this example, yc = 1 represents a healthy system while

yc = 0 represents a compromised one.

Remark 2: The function h may take various forms on the

basis of the system security requirement. The selection of

h is critical to the system security level, considering that

the output of h is used to assess the system health condition

and determine the defense strategies that will be launched.

The objective of selecting function h is that it should make

use of the observed states and precisely predict the ongoing

or even potential attacks. A few examples of function h

can be given as follows:

1. Threshold form: yc = sgn
xc � xc min

xp � xp min

� �� �
+

�

sgn
xc � xc max

xp � xp max

� �� �
Þ=2, where yc ∈R

Nc +Npð Þ× 1,

xc min, xc max(xp min, xp max) are the predefined

lower, upper threshold vectors for each cyber

(physical) state respectively and sgn( · ) is the sign

function. As a result, the corresponding row of yc

becomes ‘‘− 1’’ if a state is smaller than the lower

limit, ‘‘0’’ if within the interval, and ‘‘1’’ if higher

than the upper limit. This form of function h pro-

vides a straightforward assessment of whether the

states are in the desired zone or not.

2. Linear form: yc(k)= ηcxc(k)+ ηpxp(k) where

yc ∈R; ηc ∈R
1×Nc and ηp ∈R

1×Np denote the

coefficient vectors for each state. By making use

of these weighting factors, this form maps the state

vector onto a scalar that provides an approximate

description of the system healthy condition.

3. Quadratic form: yc(k)= xT
c (k)�cxc(k)+ xT

p (k)

�pxp(k), where yc ∈R,�c ∈R
Nc ×Nc and

�p ∈R
Np ×Np represent the weighting matrices for

each state. Similar to the linear form, this quadratic

form also maps the state vector onto a scalar

except that it takes the correlation between each

state into consideration.

In this paper, the attacks considered will increase the net-

work delay and packet losses which in turn will make the

linear time-invariant system as an uncertain stochastic

time-varying system. The goal of the cyber defense and

optimal controller is to mitigate the increase in random

delays and packet losses and performance degradation of

the physical system.

2.2. Physical system

As shown in the right block in Figure 1, the physical sys-

tem is described as a linear discrete system in the presence

of a disturbance given by

x(k + 1)=A(xc)x(k)+B(xc)u(k)+D(xc)w(k)

yk(k)=Cx(k)
, ð4Þ

where xp ∈R
np is the state of the physical system, u∈R

mu

is the control input, w∈R
mw is the disturbance input,

y∈R
r is the output, and A∈R

np × np , B∈R
np ×mu ,

C ∈R
r × np , and D∈R

np ×mw denote the system matrices.

It is important to note that unlike the classical linear

discrete system, the system matrices described by equation

(4) are a function of the cyber state xc. In other words, the

state of the cyber system will influence the dynamics of

the physical system. For instance, a large network-induced

delay or packet loss can degrade the system performance

or even results in instability. Therefore, this framework is

able to capture the cyber system activities because when a

cyber-attack occurs, the physical system matrices

fA(xc),B(xc):::gchange.

In conclusion, the cyber state vector, whose update is

subject to the attack/defense decisions, changes the
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physical system dynamics. As a result, the control input

needs to be adjusted to drive the physical states back to the

desired value. The changes in the cyber and physical states,

in turn determine the cyber output and hence the attack/

defense decisions. A summary of the interrelationship

between the cyber and the physical systems is shown in

Figure 2.

Hence, the objective is to design an optimal policy by

using a cost function for the physical system with unknown

system dynamics induced by the cyber system. Therefore,

by (i) including the physical system state in the assessment

of cyber health condition and (ii) considering the influence

on the physical system dynamics induced by the cyber

states when designing the optimal controller, the proposed

optimal defense/control scheme offers a coupled design

which is able to capture the influence of the cyber and the

physical systems.

3. Optimal attack/defense policy
for cyber systems

In this section, the optimal attack and defense policies for

the cyber system are derived, while in the next section we

derive the optimal controller for the physical system with

the presence of the delay and packet loss. We also derive

the condition for the delay and packet loss under which

the physical controller can be stabilized. The optimal con-

troller gain will be computed and applied to the physical

system once the delay and packet loss satisfy the condi-

tion. Otherwise appropriate defense strategy needs to be

launched in order to drive the cyber states (delay and

packet loss) to meet the criterion.

In this section, we first model the interactions between

the attacker and the defender as a two-player zero-sum

Markov game.16 Then after defining the instant payoff as

well as the expected discounted payoff function, we intro-

duce two lemmas to show the existence of the solution of

the game and the optimal policy. Next, the Q-function is

proposed and it is shown in Theorem 1 that, using the

Minimax-Q algorithm,17 the Q-function converges to the

game value. As a result, the optimal strategies for the

defender and the attacker in order to gain their greatest

discounted payoff are also derived.

Consider the cyber system with dynamics described by

equation (2) and an output function in quadratic form of

the state vectors, i.e. as

xc(k + 1)=Ac(k)Fc xc kð Þð ÞDc(k)=
XNa

i= 0

XNd

j= 0

aidj fij xc(k)ð Þ

yc(k)= xT
c (k)�cxc(k) ð5Þ

where the cyber state vector xc consists of delay and packet

loss for illustrative purpose. Then the system can be mod-

eled as a Markov decision process in which the state at the

next sampling interval, xc(k + 1), is determined by the state

at the current instant, xc(k), together with the action pair

Ac(k),Dc(k)ð Þ launched by the defender and the attacker.

The defender and the attacker update their defense strate-

gies based on the condition indicated by yc, which is a

quantified value computed based on the delay and packet

loss of the cyber system. In other words, the defender and

the attacker launch appropriate actions so as to drive the

delay and packet loss into preferred values.

Let Y be the set of all possible values of yc. Since it is

based on the value of yc that the defender and the attacker

decide which action should be taken, the problem becomes

deriving the optimal action for each single value of yc,

which is impractical and unnecessary due to the tremen-

dous computation. Therefore, we divide Y into several

subsets and study the optimal strategies for each subset

rather than for each element. Suppose that Y is divided

into Nyd disjoint subsets (i.e. Y = Y1 ∪ Y2 ∪ :::∪ YNyd
and

Yi ∩ Yj =1 for i 6¼ j) and each subset corresponds to a

level of health status.

As illustrated in Figure 3, Y is divided into eight subsets

where subset Y0 is the secure state (with the smallest delay

and packet loss) and subset Y8 is the failed state of the sys-

tem (with the largest delay and packet loss). The defender

Figure 2. Interrelationship between the cyber and the physical system.
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decides which action should be taken based on the subset

that current yc is in. For example, if yc ∈ Y4, the defender

may choose to load the defense more frequently to drive yc

into a more secure subset. As a result, the delay and packet

loss are reduced and the physical system becomes more

robust and resilient. Obviously, the more subsets Y is

divided into, the more accurate the model is. However,

more computation is needed as the optimal strategies need

to be derived for each subset. Next, the definition of instant

reward and discounted payoff are introduced in order to

obtain the optimal strategy for each subset Yi.

Let r(Ac(k),Dc(k), Yi(k)) be the instant payoff (reward

or cost) at time instant k in region Yi(k) for the action pair

Ac(k),Dc(k)ð Þ. Let the instant payoff of the attack and the

defender be ra and rd , respectively, and assume the game

is zero-sum; we then have the relationship

r(Ac(k),Dc(k), Yi(k) :¼ ra(Ac(k),Dc(k),

Yi(k))= � rd(Ac(k),Dc(k), Yi(k)),
ð6Þ

Specifically, we let the instant reward be defined as

r(Ac(k),Dc(k), Yi(k))

= xT
c (k)�cxc(k)+ xT

p (k)�pxp(k)+ ξdDc(k)� ξaAT
c (k),

ð7Þ

which consists of the cost of the cyber state, physical state,

defense, and attack. The defense cost is defined as ξdDc(i),

where ξd = ξd, 1, ξd, 2, :::, ξd,Nd

	 

and each element

ξd, i ∈R
+ is the corresponding cost of launching defense

di. Likewise, ξa = ξa, 1, ξa, 2, :::, ξa,Na

	 

is the vector

describing the cost of launching attacks. Next, we will

derive the optimal strategy for the attacker and the optimal

defense can be obtained in the same manner.

After introducing the definition of the instant payoff,

we now consider the expected discounted payoff function

over multiple stages. Let �A = Ac(1),Ac(2), :::Ac(k):::f g
and �D = Dc(1),Dc(2), :::Dc(k):::f g be the policies for the

attack and defense, respectively, where Ac(k) and Dc(k)

stand for the actions at the time instant k. A policy, which

is a sequence of decisions over time, is the mathematical

description of a plan of the player for the game.18 Now

define the expected discounted cost function V for each

subset Yi as

V (�A, �D, Yi)=
X∞
k = 0

βkE r(k)j�A, �D, yc ∈ Yð Þi
	 


, ð8Þ

where β∈ ½0, 1) is the discount factor. As a result, the

objective of the attacker becomes finding the appropriate

policy �A in each subset Yi such that the expected dis-

counted payoff function V is maximized. Correspondingly,

the defender aims to find the appropriate defense policy

�D for each Yi to minimize V . That is to say, we need to

solve �A = arg max
�0

A

Va(�0A) and �D = arg max
�0D

Vd(�0D).

Next, the following two lemmas are introduced before we

derive the optimal policies.

Lemma 1. The discounted zero-sum game always pos-

sesses a unique solution yielding the optimal game value.19

Lemma 2. The policy � *
A , �

*
D

� �
is guaranteed to be opti-

mal if V (� *
A , �

*
D , Yi) satisfies the following fixed-point

Bellman equation given by20

V (� *
A , �

*
D , Yi)= min

�D

max
�A

r(Ac,Dc, Yi)+β
X

Y
0
i

p(Y 0i jYi,Ac,Dc)V (� *
A , �

*
D , Y 0i )

8<
:

9=
;,

ð9Þ

where p is the probability of transitioning from current

state Yi to the next state Y 0i after taking action pair

Ac,Dcð Þ.
Based on these two lemmas, we use an iterative Q-

learning method to search for the game value

V (� *
A , �

*
D , Yi) in equation (9). Now define the Q-function

for each region Yi as

Q(Ac,Dc, Yi)= r(Ac,Dc, Yi)

+ β
X

Y i
i
∈Y

p(Y 0i jYi,Ac,Dc)V (�A, �D, Y 0i ): ð10Þ

Accordingly, the optimal action dependent value function

Q * of the game is defined as

Q * (Ac,Dc, Yi)= r(Ac,Dc, Yi)

+ β
X

Y i
i
∈Y

p(Y 0i jYi,Ac,Dc)V (�AH * , � *
D , Y 0i ): ð11Þ

Failed
Healthier

Secure

8Y 7Y 6Y 5Y 4Y 3Y 2Y 1Y 0Y

Figure 3. Each subset of Y corresponds a level of health condition.
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From equations (9) to (11), one can conclude that if the

action pair sequence �A, �Dð Þ is optimal, the optimal Q-

function Q * (Ac,Dc, Yi) is equal to the game value func-

tion V (� *
A , �

*
D , Yi). In other words, we have

V (� *
A , �

*
D , Yi)= min

�D

max
�A

Q * (Ac,Dc, Yi)

=Q * (A *
c ,D *

c , Yi):
ð12Þ

The Minimax-Q algorithm proposed by Littman is adopted

to obtain Q * (Ac,Dc, Yi) since it provides strong conver-

gence guarantees according to the following theorem.17

Theorem 1. Let the Q-function Q(Ac,Dc, Yi) and the opti-

mal action dependent value function, Q * (Ac,Dc, Yi), be

defined as in equations (10) and (11), respectively. Then

Q(Ac,Dc, Yi) converges to the optimal value

Q * (Ac,Dc, Yi) after an infinite number of iterations with

the following tuning law given by

Qi+ 1(Ac,Dc, Yi)

= 1� α(i)ð ÞQi(Ac,Dc, Yi)+α(i) r(Ac,Dc, Yi)+β�a(Y 0i )
� �

,

ð13Þ

where α(i)∈R
+ is the learning rate that satisfiesP∞

i= 1

α(i)<∞ and
P∞
i= 1

α2(i)<∞, and �a(Yi) is called the

state value function calculated by17

�a(Yi)= min
Dc

X
Ac

Q Ac,Dc, Yið Þπa(Ac, Yi), ð14Þ

where πa(Ac, Yi) denotes the probability for the attacker to

take action Ac given yc ∈ Yi.

The proof of Theorem 1 is similar to the theorem given by

Littman.21

In addition, since πa(Ac, Yi) is unknown, linear pro-

gramming is employed to approximate it at each iteration.

An appropriate update law for πa(Ac, Yi) is given by21

πa(Ac, Yi) :¼ arg max
πa(Yi, · )

min
Dc

X
Ac

Q Ac,Dc, Yið Þπa(Ac, Yi)

( )( )
:

ð15Þ

A flowchart of the proposed method to obtain the optimal

defense/attack strategy is shown in Figure 4.

4. Optimal controller design

In this section, we introduce the optimal control scheme

for the physical system based on the previous work.14

First, we model the linear discrete-time system with

dynamics that is unknown and altered by the cyber state

vector, which includes packet losses and time delays since

these are two important metrics for the network that may

cause deterioration or potential instability of the system.22

We then introduce the optimal control gain and show that

the system is stable only when the cyber state vector satis-

fies a certain criterion. The cyber system needs to launch

the appropriate defense if its state vector fails to satisfy

the criterion. The development of the system dynamics as

well as the Q-function update law is taken from the paper

by Xu et al.14 In summary, we show that the cyber state

vector affects the optimal controller design and meanwhile

the states of physical system also have an impact on

designing the defense for the cyber system.

In cyber-physical systems, there are two types of

network-induced delays: the sensor-to-controller delay and

the controller-to-sensor delay. With the assumption that

the former is negligible, the linear continuous system can

be described as14

_x tð Þ=Ax tð Þ+ γ tð ÞBu t � τ tð Þð Þ; y tð Þ=Cx tð Þ, ð16Þ

where

γ tð Þ= In× n if the control input is received at time t

0n× n if the control input lost at time t

�
and τ is the delay which is discrete-value. It is important

to note that the data information needed to be discretized

before transmitting into the communication network.

Figure 4. Flowchart of the optimal policy for the defender/
attacker.
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Moreover, to avoid the infinite-dimensional issue, authors

assume that the delays are bounded. Let Ts be the sam-

pling time, the system can be discretized as

xk + 1 =Asxk +
Xb

i= 0

γk�iB
k
i uk�i; yk =Cxk, ð17Þ

where b is the maximum number of delayed control input

during the sampling interval; xk = x kTð Þ; As = eAT ;

Bk
0=
R T

τk
0

eA T�sð ÞdsB·1 T�τk
0

� �
; Bk

i =
R τk

i�1
� i�1ð ÞT

τk
i
�iT

eA T�sð ÞdsB

·δ T+τk
i�1�τk

i

� �· δ τk
i �iT

� �
; Dk

i =
R τk

i�1
� i�1ð ÞT

τk
i
�iT

eA T�sð ÞdsD·
δ T+τk

i�1�τk
i

� � ·δ τk
i �iT

� �
8i=1,2,:::,b; δ xð Þ= 1, x≥0

0, x<0

�
;

and γk�i= 1, if uk�i was received during ½kTs, (k+1)Ts)

0, if uk�i was lost during ½kTs, (k+1)Ts)

�
.

Let the augmented state zk be defined as:

zk = ½xT
k uT

k�1 � � � uT
k�b �

T
, then the system dynamics

become14

zk + 1 =Azkzk +Bzkuk, yn
k =Czzk, ð18Þ

where the system matrices are a function of the unknown

random delays, and packet losses or the cyber state vector

which are given by14

Azk =

As γk�1Bk
1 � � � γk�iB

k
i � � � γk�bBk

b

0 0 � � � � � � � � � 0

0 Im � � � � � � 0 0

..

.
0 Im � � � � � � 0

..

. ..
. . .

. ..
.

0 0 � � � � � � Im 0

2
66666666664

3
77777777775
,

Bzk =

γkBk
0

Im

0

..

.

0

2
6666664

3
7777775
,Cz =

C

Im

Im

. .
.

Il

2
66666664

3
77777775
,

and yn
k = ½yT

k uT
k�1 � � � uT

k�b wT
k�1 � � � wT

k�b�
T

, where Im, Il

are m×m and l × l identity matrices. The objective

is to minimize the cost function Jk =
E
τ, γ

P∞
m= k

xT
mSxm + uT

mRum

� �� �
, where S and R are sym-

metric positive semi-definite and symmetric positive defi-

nite constant matrices respectively. Applying the

augmented state vector, the cost function can be repre-

sented as Jk = E
τ, γ

P∞
m= k

zT
mSzzm + uT

mRzum

� �� �
, where

Sz = diagfS,R=b, :::,R=bg and Rz =R=b. The cost

function is also known to be quadratic and is given as

Jk = E
τ, γ

zT
k Pkzk

� �
where Pk ≥ 0. Now define the Q-func-

tion as

Q(zk, uk)= E
τ, γ

r(zk, uk)+ Jk + 1ð Þ

= E
τ, γ

zT

k
, uT

k

h i
Hk zT

k
, uT

k

h iT
� �

= zT

k
, uT

k

h i
E
τ, γ

Hkð Þ zT

k
, uT

k

h iT

:

ð19Þ

where r(zk, uk)= zT
mSzzm + uT

mRzum. Therefore E
τ, γ

Hkð Þcan

be expressed in terms of the system matrices as

�Hk = E
τ, γ

Hkð Þ=
�Hzz

k
�Hzu

k

�Huz
k

�Huu
k

" #

=
Sz + E

τ, γ
AT

zkPk + 1Azk

� �
E
τ, γ

AT
zkPk + 1Bzk

� �
E
τ, γ

BT
zkPk + 1Azk

� �
Rz + E

τ, γ
BT

zkPk + 1Bzk

� �
2
64

3
75:
ð20Þ

Consequently, the optimal control gain is represented in

terms of �Hk as Kk = �Huu
k

� ��1 �Huz
k . Moreover, with the lin-

ear in the unknown parameters (LIP) assumption, the Q-

function can be written as Q(zk, uk)=wT
k

�Hkwk = �hT
k �wk ,

where �hk = vec( �Hk), wk = ½zT
k , uT (zk)�T , and �wk =

(w2
k1, :::,wk1wkq,w2

k2, :::,wkq�1wkq,w2
kq) is the Kronecker

product quadratic polynomial basis vector. Therefore, the

Q-function can be estimated as Q̂(zk, uk)= �̂h
T

k �wk , in which
�̂h is the estimate value of the target parameter vector �h.

Now define the residual or temporal difference error as

ehk + 1 = Ĵk + 1 � Ĵk + r zk, ukð Þ; then we can rewrite the

residual dynamics as

ehk + 1 = r(zk, uk)+ �̂h
T

k + 1�Wk were �Wk = �wk + 1 � �wk :

ð21Þ

Next, we define an auxiliary residual error vector as

�hk =�k�1 + �̂h
T

k �k�1 where

�k�1 = ½ r(zk�1, uk�1) r(zk�2, uk�2) � � � r(zk�1�i, uk�1�j) �
and �k�1 = ½�Wk�1 �Wk�2 � � � �Wk�1�j �:

Similarly, the dynamics of the auxiliary vector are derived

as: �hk + 1 =�k + �̂h
T

k + 1�k . The update law of the target

matrix �Hk is given by

�̂hk + 1 =�k �T
k �k

� ��1
αh�

T
hk � �T

k

� �
: ð22Þ

It was shown by Littman that,17 with the update law of

equation (22), there exists a positive constant αh satisfying

0<αh < 1 such that both the state vectors zk and the
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adaptive parameter estimator errors are asymptotically sta-

ble in the mean.

Finally, we show the sufficient condition on the cyber

state in term of the delay and packet loss that need to sat-

isfy in order to maintain the system to be stochastically

stable. Consider the systems with slowly-varying para-

meters, since the initial stabilizing control and disturbance

inputs are given, the linear discrete-time system can be

represented as zk + 1 =A *
zkzk .23 Applying the linear trans-

formation, the expectation of A *
zk can be written as

A *
zk =

As � γkBk
0K γk�1Bk

1 � � � � � � γk�bBk
b

�K 0 � � � � � � 0

0 Im � � � 0 0

..

. ..
. . .

. ..
.

0

0 0 � � � Im 0

2
66666664

3
77777775

) E A **
zk

� �=
E As � γkBk

0K
� �

E γk�bBk
b

� �
0 � � � 0

�K 0 0 � � � 0

0 0 Im � � � 0

..

. ..
. ..

. . .
.

0

0 0 0 � � � Im

2
66666664

3
77777775
:

According to the definition of stability for stochastic

linear time-varying system,24 if eigenvalues of E A **
zk

� �
are

within a unit radius n-dimensional sphere (or disc) for all

instants, then the system is stable. Since the eigenvalues of

the right bottom block of E A **
zk

� �
are ones, the left upper

block has to satisfy the condition li½ E
τ, γ

(As � γkBk
0K)�< 1

for any i and k, and l(M) denotes the eigenvalue of the

matrix M . Since K and L are the initial fixed stabilizing

control and disturbance input gains for the linear discrete-

time system, we have

li(As � BsK)= ls
i < 1 with Bs =

Z T

0

eA T�sð ÞdsB: ð23Þ

Then E
τ, γ

(As � γkBk
0K) can be represented as

E
τ, γ

(As � γkBk
0K)=As � E

γ
(γk) E

τ
(Bk

0)K

= I �minf�1,�2g½ �As + minf�1,�2gAs ��1BsK,

ð24Þ

where �1= E
γ

(γk)E
τ

(
R T

τk
0

eA T�sð Þds)=
R T

0
eA T�sð Þds and �2=

E
γ

(γk)E
τ

(
R T

τk
0

eA T�sð Þds)=
R T

τk
0

eA T�sð Þds:

Combining equation (23) with equation (24), we have

li½ E
τ, γ

(As � γkBk
0K)�< 1�minf�1,�2gð Þ

× li(As)+ minf�1,�2gls
i :

Therefore, in order to maintain stability, the expected val-

ues of the delays and packet losses should satisfy

minf�1,�2g> 1� 1�minf�1,�2gls
i

	 

=li(As), ð25Þ

where �1 and �2 are functions of the delay and packet

losses defined by equation (24). When this inequality is

not satisfied, the cyber system needs to launch an appropri-

ate defense to reduce the delay and packet losses in order

to prevent instability; otherwise the physical system needs

to be halted as it becomes unstable.

5. An illustrative example

In this illustrative example, the proposed framework is

verified on a small-scale UAV helicopter with remote con-

troller. The objective of the controller design is to stabilize

the yaw rotation rate with the presence of two types of

cyber-attacks. The attacker aims to maximize the payoff,

which are given in terms of the network delay and packet

losses in this case, such that the yaw channel becomes

unstable. The defender, on the other hand, aims to limit

the delay and packet losses under a certain threshold. We

will show that on the cyber side, both the attacker and the

defender gain their greatest payoff while on the physical

system side, the optimal controller is able to maintain the

yaw rate stable when the cyber state vector expressed as

delay and packet loss meets the derived condition.

5.1. Physical system setup

In this illustrative example, we consider the control of the

yaw rotation of a small-scale UAV helicopter. A yaw rota-

tion, as illustrated in Figure 5, is a movement around the

yaw axis of a rigid body that changes the direction it is

pointing.26 The yaw rotation control is one of the most

challenging tasks in controlling small-scale UAVs because

even a small control input or disturbance can cause the

vibration of the light-weight body.26 Since it has been ver-

ified that the yaw-channel dynamics for small-scale

Figure 5. Illustration of a yaw rotation.
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helicopters can be physically decoupled from other chan-

nels,27,28 it is reasonable to assume that the yaw-channel

dynamic is a single-input–single-output system.

Furthermore, after applying the prediction-error method,29

an accurate fourth-order model is proposed as26

_x=Ax+Bu; y=Cx,

where x= x1, x2, x3, x4½ �T consists of the first to the fourth

derivatives of the yaw rotation rate, y is the yaw rotation

rate that can be measured by a gyro, and

A=
�2:66 21:94 3:83 6:05

�31:03 �3:52 17:10 �3:09

6:11 �6:96 �9:76 �96:38

17:17 25:73 37:18 �33:08

2
6664

3
7775,

B=
0:63

6:22

�29:20

�14:64

2
6664

3
7775,C = ½ 15:32 �10:32 0:73 �4:73 �:

The other parameters of the physical system are intro-

duced as follows. The total simulation time is 200 steps

with the sampling time of 100 ms and the positive con-

stant αh equals to 10�6. In the first 50 steps, zero-mean

exploration noises with variance of 0.006 and 0.003 are

added for the odd and even steps respectively, in order to

meet the persistency of excitation (PE) condition. The

objective of the controller is to stabilize the yaw rotation

rateyby driving the state vectorx to zero.

5.2. Cyber system setup

As illustrated in Figure 6, we suppose that the UAV is con-

trolled by a base station through a wireless network that

suffers from cyber-attacks. As stated earlier, we choose

packet losses � and time delays τas the cyber state vector

in order to evaluate the effect on the network induced by

the attack/defense activities, i.e. xc = �, τ½ �T . Furthermore,

smurf attack and slow read attack are considered.30–32

Smurf attack is an example of amplification distributed

denial of service (DDoS) attack that exploits the unpro-

tected networks to generate significant traffic load on the

victim network.30,31 Slow read attack, on the other hand,

tries to exhaust the server’s connection pool by sends legit-

imate application layer request but reads the response

slowly.32 Based on these characteristics, we model the

delay and packet loss rate to increase exponentially under

the smurf attack and linearly under the slow read attack,

which are illustrated in Figure 7(a) and (b). Furthermore,

the corresponding strategies that are capable of defending

smurf attack and slow read attack are denoted as d1 and

d2, respectively. We assume that when the appropriate

defense strategy is loaded, the packet loss rate and the time

delay decrease in a linear manner, which are illustrated in

Figure 7(c) and (d). In addition, the delay and packet loss

rate are modeled to decrease slowly and linearly once the

attack is stopped regardless of the action of the defender.

For simplicity, we mainly focus on the case where only

one attack and one defense are active at a sampling instant.

However, it is also briefly shown that the proposed repre-

sentation can be easily expanded to apply multiple attacks

and defenses.

The cyber output is defined as yc = xT
c (k)�cxc(k)

+ ρ · δ xp

�� ��� xpt

� �
, where �c = l1 0

0 l2

� �
, xpt is the

threshold of the physical states, and δ( · ) is defined in

Section 4. According to this definition, when the physical

states are within the threshold, the cyber output is a quad-

ratic function of the cyber state vector only.

Next, as presented in the flowchart in Figure 4, we

divide the cyber output Y into four subsets, i.e.

Y = Y0 ∪ Y1 ∪ Y2 ∪ Y3 where Y0, Y1, Y2, and Y3 correspond

to the ‘‘healthy,’’‘‘sensitive,’’‘‘dangerous,’’ and ‘‘failed’’

condition, respectively. Moreover, we define the instant

reward in the form of (7) with ξd = 0, ξd, 1, ξd, 2

	 

and

ξa = 0, ξa, 1, ξa, 2

	 

. In other words, the costs for ‘‘not

Figure 6. Diagram of the UAV with remote controller.
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launching any defenses,’’, ‘‘launching defense d1,’’ and

‘‘launching defense d2’’ are 0, ξd, 1, and ξd, 2, respectively.

It is important to note that we make Y0 be the region

with ‘‘healthy’’ condition by setting the cost for launching

the defense close to the upper values of Y1. As a result, if

the cyber output falls into subset Y0, the defender tends

not to launch the defense as it costs more than the payoff

brought by the state. Subset Y1, on the other hand, is mod-

eled as the ‘‘sensitive’’ region where the defender is more

likely to launch the defense to avoid the output going into

subset Y2, which is the ‘‘dangerous’’ state in this model.

Likewise, if the output falls into region Y2, there is a very

high chance that the defenses needs to be launched to

avoid the system going into Y3, which is the ‘‘failed’’

region.

The system information for this particular example is

summarized as in Table 1. The simulation is performed

with the algorithm described in Figure 4 and numerical

values shown in Table 2.

5.3. Simulation results

In the simulation, the optimal defense/attack policies for

the cyber system and the optimal controller are derived in

the presence of delay and packet losses. Since the delay

and packet losses are generated from the cyber system,

they are determined directly by the policy launched by the

defender. After deriving the optimal defense/attack poli-

cies, two scenarios are considered in the simulation. In the

first scenario, we let the defender launch the cyber defense

Figure 7. Models of delay/packet loss rate under (a) smurf attack, no defense; (b) slow read attack, no defense; (c) smurf attack
with the corresponding defense; (d) slow read attack with the corresponding defense.

Table 1. Summary of system information used in the illustrative example.

Attacks Ac = a0,a1,a2½ �, where a0 denotes no attacks, a1 denotes smurf attack, and a2denotes slow read attack.
Defenses

Dc = d0,d1,d2½ �T , where d0 denotes no defenses, d1 denotes the defense against smurf attack, and d2

denotes the defense against slow read attack.

Cyber states xc = k,t½ �T , where k is the packet loss rate and t is the delay.

System dynamics

xc(k+ 1)= a0d0 xc(k)��0ð Þ+ a0d1 xc(k)��0ð Þ+ a0d2 xc(k)��0ð Þ+
a1d0 x · xc(k)ð Þ+ a1d1 xc(k)��1ð Þ+ a1d2 x · xc(k)ð Þ+
a2d0 xc(k)+�2ð Þ+ a2d1 xc(k)+�2ð Þ+ a2d2 xc(k)��3ð Þ

where �0,�1,�2,�3 ∈R
2× 1
+ characterize the packet loss rate/delay linearly decrease or increase rate;

x> 1 characterizes the exponentially increasing rate.

Cyber output yc = xT
c (k)

l1 0
0 l2

� �
xc(k)+ ρ · δ xp

�� ��� xpt

� �
, where l1,l2,ρ,yc ∈R

+ .

Subsets of cyber output Y = Y0 ∪ Y1 ∪ Y2 ∪ Y3

Payoff r(Ac(k),Dc(k),Yi(k))= xT
c (k)�cxc(k)+ xdDc(k)� xaA

T
c (k), where xd = 0,xd,1,xd,2

	 

and xa = 0,xa,1,xa,2

	 

.

Table 2. Numerical values used in the simulation.

α(k)= 1=k; β= 0:5; Na =Nd = 3; x= 1:2; l1 =l2 = 1;

�0 = 1; 1:1½ �, �1 = 50; 48½ �, �2 = 3; 2:9½ �; xd = ½0,5000,4500�;
xa = 0,1500,1000½ �;
Y0 = ½0,5000), Y1 = ½5000,7200),Y2 = ½7200,12800),
Y3 = ½12800,∞).
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policy based on the probability distribution given by the

derived optimal policy. By contrast, in the second scenario,

the defender selects the defense actions at random.

5.3.1. Results of deriving the optimal attack/defense
policies. First, we shall show the simulation results of

deriving the optimal attack/defense. After about 2000

iterations, the Q-values for all action pairs converge to

fixed values. To avoid redundancy, we only show the Q-

values for the attacker and the defender in region Y1 in

Figure 8(a) and (b), respectively. From Figure 8 it can be

concluded that the expected discounted payoff for the

attacker in region Y1 is higher if he chooses action a0

rather than a1 and a2. Likewise, the expected discounted

payoff values suggest the defender in region Yi to load

actiond2more frequently than d0 and d1. Furthermore, the

percentages of the Q-values for each action in the regions

are computed and listed in Table 3.

It can be concluded from Table 3 that when yc ∈ Y0, the

attacker shall take action a2 more often as it increases the

delay and packet losses in a faster way. The defender, on

the other hand, shall take no actions, which corresponds to

our previous analysis that Y0 is the region with ‘‘accepta-

ble’’ health condition. With the increase in yc, the attacker

shall slow down the speed to avoid being detected by the

defender, as one can conclude from the Q-value distribu-

tions in region Y1 in the table. Correspondingly, the defen-

der starts loading the defense more often in this sensitive

region. If the attacker manages to drive yc into region Y2

or even Y3, he shall stop attacking and let the system

recover and go back to region Y1 where he obtains the

largest expected payoff. It is important to note that we

deliberately design the system as a secure one by letting

the recovery speed of the cyber states when appropriate

defense is loaded much faster than the degrading speed

when the system is under attacks. As a result, the attacker

gains the greatest payoff only when ycis large enough yet

not to the degree of being detected by the defender.

The proposed model and analysis is verified through

the following simulation. We start the system with the

cyber state initialized to zero and stop after 1000 itera-

tions. During iteration, the attacker and defender will (i)

determine which region yc is in and take actions according

Table 3. Percentages for each action in the region.

Attacker Defender

a0 No
attacks

a1 Smurf
Attack

a2 Slow
read attack

d0 No defense d1 Defending
smurf attack

d2 Defending slow
read attack

Y0 0.02 0.58 0.34 0.71 0.09 0.20
Y1 0.53 0.08 0.39 0.11 0.25 0.64
Y2 0.69 0.13 0.18 0.04 0.37 0.59
Y3 0.71 0.13 0.16 0.03 0.40 0.57

(a) (b)
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Figure 8. Q-values in region Y1 for (a) the attacker; (b) the defender.
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to the probabilities given by Table 3; (ii) update the states;

and (iii) calculate the accumulated payoff. The evolution

of the states is shown in Figure 9.

From Figure 9 it can be concluded that after a rapid

increase at the beginning, the delay and the packet loss

rate remains relatively stable so that the attacker gains the

largest expected payoff in terms of the delay and packet

losses. This is achieved by loading much more a0 (no

attacks) than a1 (smurf attack) and a2 (slow read attack),

as suggested by the probabilities in Table 3. Due to the

stochastic property of this game, we observe that occasion-

ally, the attacker loads the ‘‘inappropriate’’ attack (a1) and

detected by the defender, resulting in a significant drop in

the states. Figure 10 shows the evolution of the output,

where one can conclude that as previously analyzed, the

output stays in the ‘‘acceptable’’ region at most times,

goes to the ‘‘dangerous’’ region occasionally, and never

reaches the ‘‘failed’’ region. The averaged payoff for the

attacker is shown in Figure 11, from which we can see that

after about 100 iterations, the averaged payoff tends to be

stable at around 8000, which is the greatest averaged pay-

off for the attacker. This example shows that by applying

the optimal policies the attacker is able to obtain the great-

est payoff meanwhile the defender is able to keep the

health condition under the ‘‘dangerous’’ level.

In addition, the simulation is repeated for the case

where the two attacks/defenses can be loaded simultane-

ously. As a result, a table similar to Table 3 is obtained

except that two extra columns are added, which are the

probability distributions of simultaneously loading two

attacks a1 + a2ð Þ and two defenses d1 + d2ð Þ. To verify the

results, we use the method mentioned earlier, in which we

observe the output yc by letting the attacker and defender

select their action based on the derived probability
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Figure 9. Evolution of the states (a): delay; (b): packet loss rate.
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distributions. The results are shown in Figure 12, in which

one can conclude that the output stays in the ‘‘acceptable’’

region at most times and never goes to the ‘‘dangerous’’

or the ‘‘failed’’ region. This results agree with our previ-

ously analysis and verify that the proposed representation

can be used in the case where multiple attacks can be

loaded simultaneously.

5.3.2. Scenario I: defender chooses the optimal policy. In this

scenario, we let the defender launch the defense policy

based on the probability distribution given by the derived

optimal policy. As a result, the delay and packet losses

have been limited to relatively low values so that the sys-

tem always stays out of the failed region, which is as veri-

fied in Figure 9(a). Consequently, equation (25) is satisfied

in this scenario. The simulation results of the regulation

errors for the physical system are shown in Figure 13,

where the state regulation errors converge to zero thus for-

cing the closed-loop system being stable. Therefore, we

show that on the cyber side, both the attacker and the

defender gains their greatest payoff while on the physical

side, the optimal controller is able to maintain the plant sta-

ble when the cyber state vector meets the derived criterion.

5.3.3. Scenario II: defender chooses a random policy. In the

second scenario, the cyber defense is selected at random

rather than based on the optimal probability distribution

given in Table 3. As a result, the attacker manages to com-

promise the system in some cases and the cyber states go

far beyond the limit, as verified in Figure 14 in which the

time delay is plotted. Consequently, equation (25) cannot

be satisfied and thus the system becomes unstable. The

regulation errors in this scenario are plotted in Figure 15,

where it can be seen that the errors do not converge.
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Figure 12. Evolution of the output, when two attacks/defenses
can be loaded simultaneously.
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Figure 13. Regulation errors in Scenario I where the cyber
defense is optimal.
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Figure 15. Regulation errors in Scenario II where the cyber
defense is randomly selected.
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In summary, the simulation results verify that that the

decisions made on the cyber system have an effect on the

convergence of the physical system. The system is stable

when applying the optimal control in the physical plant

and optimal defense policy in the cyber system. If the

states go abnormal such that equation (25) is not satisfied,

appropriate actions needs to be launched on the cyber sys-

tem to bring them back to normal or the physical plant has

to be shut down to avoid further damages.

6. Conclusions and future work

With the increasing meshing among the cyber-connected

elements with the physical entities, the representation for

such cyber-physical system becomes more complicated. In

this paper, we have proposed a representation that captures

the interrelationship between the cyber and physical sys-

tems such that the states in the physical system affect the

decision made on the cyber systems and vice versa. Based

on this representation, the optimal defense and attacks are

given to gain the greatest payoff. An optimal controller

from the literature is revisited to maintain the stability of

the physical system in the presence of the uncertainties

induced by the cyber state vector. Since the proposed rep-

resentation is in a general form, it can be used in a variety

of applications including autonomous systems. In particu-

lar, the cyber defender is able to make thorough decisions

by selecting appropriate cyber state vector and output and

customizing the payoff function that is of interest.

Meanwhile, there are some recent works focusing on mod-

elling and controlling for multi-agent networks or cyber-

physical systems.33–35 For example, the work by Xue et al.

characterizes a binary notion of security and characterizes

security levels in terms of the graph matrix and its spec-

trum,33 which is complementary to control-theoretic mod-

eling of attacks in cyber-networks and networked control

systems. Based on these works, as future work, we can

consider studying the impact of different attacks on the

network performance to generate a more accurate model

for the cyber system dynamics.
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